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About Nativeva

Nativeva is a next-gen cybersecurity education company, built by
professionals who've walked the path. We're not just trainers—we’re ethical
hackers, penetration testers, and mentors who believe in real-world learning
over theory-heavy fluff.

We're here to shape tomorrow’s cybersecurity experts—with industry-aligned
CEH content, hands-on labs, and personal mentorship.

Meet Your Mentor

About : Dhiraj Kumar

Dhiraj Kumar is a globally ranked CEH Master, listed in the
Top 10 worldwide on the EC-Council Leaderboard. With over
7+ years of real-world experience in cybersecurity, Dhiraj has
conducted penetration tests, security audits, and incident
response operations for companies across multiple

industries.
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Who Is This For?

This Course Is Perfect For

) Aspiring Ethical Hackers
Just starting your journey in cybersecurity? This course will fast-track your
foundations and prepare you for certifications like CEH.

@/ CEH Learners
If are pursuing CEH and want to go deeper into practical, hands-on
hacking—this is your next step.

vj Computer Science
IT professionals seeking to upgrade their security skills

J 1T Professionals & Network Admins
Network administrators aiming to strengthen system defenses

) Bug Bounty Hunters
If you're doing bug bounties but want structure, mentorship, and deeper
exploits—this is for you.

@ Freelancers & Side Hustlers
Add cybersecurity to your skill stack and start earning from day one.



N CEH

NATIVEVA CERTIFIED
ETHICAL HACKER

€ About the Program

Comprehensive training on ethical hacking tools & techniques

Based on the latest CEH curriculum

Includes real-world labs & hands-on practice

Learn to identify, exploit, and secure against cyber threats
Prepares you for the EC-Council CEH certification exam

Gain industry-recognized skills to become a certified ethical hacker
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N CeH SYHLLABUS

Phase 1: Ethical Hacking Fundamentals

1 Introduction to Ethical Hacking: Terminology, Roles, Laws, Phases
2 Information Security Overview, Hacker Types, Cyber Kill Chain

3 Ethics, Penetration Testing Concepts, Elements of Security

4 Cyber Laws, Compliance, Standards (GDPR, PCI DSS, HIPAA)

Phase 2: Reconnaissance & Footprinting

5 Footprinting Concepts, Passive Info Gathering

6 Active Footprinting, OSINT Tools (theHarvester, Maltego)
7 Google Hacking & Metadata Extraction, Whois, DNS

8 Email, Social Network Footprints, Countermeasures

Phase 3: Network Scanning & Enumeration

9 Network Scanning Concepts, Techniques, Tools

10 Banner Grabbing, OS Detection, Stealth Scans

11 Scanning Beyond IDS/Firewalls, Drawing Network Diagrams
12 Enumeration: NetBIOS, SNMP, LDAP, SMTP

13 Enumeration Tools & Countermeasures

Phase 4: Vulnerabilities & System Hacking

14 Vulnerability Analysis: Concepts & Tools

15 Vulnerability Assessment Practice

16 System Hacking: Password Attacks, Privilege Escalation
17 Cracking Passwords, Maintaining Access, Covering Tracks
18 Steganography & Anti-Forensics
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N CeH SYHLLABUS

Phase 5: Malware, Sniffing & Social Engineering

19 Malware Threats: Viruses, Trojans, Worms, Ransomware

20 Advanced Persistent Threats, Fileless Malware, Malware Analysis
21 Sniffing Concepts: Packet Capture, Tools (Wireshark)

22 MAC & ARP Spoofing, Traffic Analysis

23 Sniffing Countermeasures & Defense

24 Social Engineering: Techniques, Defense, Case Studies

Phase 6: Denial-of-Service & Session Hijacking

25 DoS, DDoS: Attack Types, Tools, Botnets

26 DoS Countermeasures & Real-World Incidents
27 Session Hijacking: Attacks (MITM, Replay), Tools
28 Detection & Prevention of Hijacking

Phase 7: Web, Wireless, Mobile & 1oT/OT Hacking

29 Web Server Hacking: Exploits & Countermeasures

30 Web Application Hacking: OWASP, XSS, File Inclusion

31 SQL Injection Techniques & Defense

32 Wireless Network Hacking: WEP/WPA, Evil Twin, Tools

33 Wireless Countermeasures, Protocol Analysis

34 Mobile Platform Hacking: Android/iOS Threats & Attacks
35 10T & OT Hacking: Vulnerabilities & Defense

Phase 8: Advanced Topics

36 Evading IDS, Firewalls & Honeypots

37 Cloud Security: Fundamentals & Attacks

38 Cloud Security Practices & Tools

39 Cryptography: Principles, Algorithms, PKI
40 Cryptanalysis, Real-World Encryption Cases
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KEY FEATURES OF NATIVEVA

@ Industry Expert

@ Flexible Timing

@ 100% Practical Classes

@ Real Time Hacking

@ Internship

@ EMIOption

& Resume Building

@ Career Guidance

& Job Placement Assistance
@ Class Recordings ( Lifetime Access )
@ Physical Certificate

& 24x7 Call & Chat Support

& Hackathons
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CERTIFICATION OF
COMPLETION

1
N CEH

HATR = L)
ETHICAL HACKER

THIS IS TO ACKNOWLEDGE THAT

YOUR NAME

IS OFFICIALLY A NATIVEVA CERTIFIED ETHICAL HACKER - UPON
SUCCESSFULLY COMPLETING ALL N|CEH CERTIFICATION
REQUIREMENTS.

ADMINISTERED BY

DMariveva

Pz

DHIRAJ KUMAR A. DHANASEKAR

MENTOR FOUMNDER & CEO
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PROGRAM FEES STRUCTURE

EMI

FEES

NN )

INITIAL PAYMENT
13,000
NEXT PAYMENT \

13,000

k TOTAL 40 CLASS /

Q UPI - AVAILABLE )

26,000
INR

J

* NO CREDIT CARD REQUIRED

1 HOUR - PER CLASS
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THANK YOU

START YOUR WEB
DEVLOPMENT JOURNEY

(O +919361387478
TUTOR.NATIVEVA.COM




